First Federal Savisoof Lorain

Customer Educatioiq Best Practiceso Combat Fraudand Identity Theft

Combat Scams and Fraud

Protect your identity and accounts

1 Do not click suspicious links or open unexpected attachments or texts. Be aweinesbingemails and
Smishingexts.
1 Do not provideanyaccountinformation when prompted followinga clickedlink inan email or text.
1 Do not provide account information over the phone to live or automated systems otherttigan
Hrst FederalSavings of LoraiifouchTel Phone Bankisgstemwhich can be accessexdt:
o Toll Free 888.378.2067
0 Lorain-440.282.2961.
0 Huron-419.433.9629
0 Sandusky419.624.9663
0 Port Clinton-419.734.7477
1 Always verify the identity of the person on the phadmecalling back a known number
1 Do not use unknown or unsafe devices to access your account.
o This includes cell phones, tabletscamputers.
1 Use only phones, tablets and computers with the latest software and security patches.

0 Use auteupdate for all programs to receive the latest security patches.S&seiring Your Device.

o Windows XP and Windowsista (as of 4/11/2017) are no longer updatent supportedby
Microsoft. Consider upgrading to Windows 10.

A https://www.microsoft.com/enus/windows/windows10-

specifications?OCID=win10 null vanity winl0specs

0 Use antivirus software and keep it updated. S8ecuring Your Device.

0 Keep your browser updated. S&ecuring Youré&vice.

0 We are providing these instructions as a courtesy only. We cannot and will not provide any supp
beyond providing these written instructions. Do not call for technical support.
1 Even with these recommendations, you the consumer must remain vigilant and suspicious of requests f
information in order to protect yourself. Be very careful and report all suspicious actividgstdederal

Savings olorain (FFSLmmediately.
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First Federal Savisoof Lorain

1 Reportfraud immediately. Call ust 800.5898850
ApprovedFFSIMethods of Contact

Website

Main website:https://www.fflorain.bank/
Mortgage application websitdattps://firstfedlorain.mortgagewebcenter.com/

Text
1 FFShwill never text you directly.

1 You may receive texts fromobile bankingegardingbalance inquiry or alerts you set up.

0 Thetext identifier is48179 Texts will only come from 48178ee SMiShing info below.

0 The texts will never compel you to call a number or to supply additional personal information.

0 See sample texts below.

Text Banking Example n
st ATET = 5:51 PM © 49% CM [l ATET 7 5:51 PM © 49% G [l ATET = 5:51 PM O 49%=m)
New Messages  cancel ||| Messages 501-01 et || Messages 501-01 e
ro: 501-01 ‘Ba Hist chk1
BAL 6/25 11:50PM A ‘My Financial Banking |
My Financial CHK1: $1,295.05 STMT CHK1
My Financial SAV1: $7,249.19 06/25 5:00:29 PM
Reply HELP for help 06/25 DEP + $2134.88
© (eal P Send ) '

Reply NEXT. Msg & Data

ajwje|r|T|v]u]1]o]P] e
Als|olFlalHs]Kk]L
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Automated Calls

FFSL will never ask you to enter or give account information to an automated phone system outside of
telephone banking

1 You should always be suspicious of requests for personal banking information.

Credit/Debit CardCourtesyCalls
1 FFSL dodsave robo/automated courtesycallingrelated to Credit and Debit card transactions.
o0 When a suspicious transaction is performed using a Credit or Deoit
0 The calls originate from 87223.5306and at times, may be live operators.

o What are those calls like?

>

Robaocaller or operator wilidentify themselvesas First Federal SavingfsLorain

>\

They will describe therdnsactionfor acard ending in XXXHast 4 digits of card number)

>\

They will ask you toerify your last 3 transactionf orderto allownewtransactions

>

You will beaskedto respond in the affirmativéo the past transactions and new

transactions.

Email
Online Bankingemail

1 FFSIimay email you from your online banking product, but the email wilbt include links to websites.
You mayconfigure email alerts.
o0 When in doubt call us.
o0 The emails may include phone numbers to call which will most likely be an 800 number or a
published number.
0 The email will never ask you to reply.
o The email will never have an attachment.
o0 The email will notnclude active links.
A It may include an advisement to go to the website for information, but not a link.

o Email alerts about your accounts will usually come froustomersupport@firstfedlorain.com

0 Online Bankingemail AlertCustomerConfigurationexamplesn figures below:
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Alerts

First Federal eAlerts

Alerts View | Delete
No Alerts

Notify When New | View | Edit | Delete
Checking Balance Alert > ;‘:; ;’_T X
Checking Balance Alert * ;(:1 3 x
Mortgage Balance Alert * ;‘:; Z x

Setup New Alert

Alerts

Checking Balance Alert

Number: 22458

If Checking Account Number Equal To Primary Joint Checking Ac
And Current Balance Greater Than Or Equal To 1500.00
Then Fulfill The Event

Alerts

New Alert
Select a Category: First Federal eAlerts v

Select a Type: CD Balance Alert v

O e G % P srm s x

HOME  ACCOUNTS  TRANSFER  BILLPAYMENT  VISACR CARD

¥ ki Accour M El To By o Chechig A
e o s B s 0108

Alerts

New Recurring Savings Deposit

Please enter the following
Savings Account Number

Alaynna's Savings Account ¥
Transaction Amount

Less Than OrEqual To v l:|

Transaction Date

Send To Online ¥
E-Mail Address.

paczamey@firstfedlorain.com
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New Recurring Savings Deposit

Please enter the following:
Savings Account Number

Alaynna's Savings Account ¥
Transaction Amount

Less Than Or Equal To v
Transaction Date

Less Than Or Equal Te v

Send To: Mobile ¥

Mobile Phone Number: 440225%00{

Mobile Phone Carrier Verizon v

Finish Cancel

Online Banking Sample Alert Eaih

From: customersupport@firstfedlorain.cofmailto:customersupport@firstfedlorain.com
Sent:Wednesday, August 30, 2017 7:20 AM

To:Jane Doe JaneDoe@gmail.com

Subject:First Federal of Lorain CheckiBglance Notification

Importance:High

Per your request to be notified when your account balance at First Federal of Lorain reaches a specific amount. Your current
balance for account number XXXXXXXXXXXXX00012 is $6.68. Please contact Customer Service at 800 -589 -8850 with
questions regarding your account.

eStatementEmail

1 You must optin to receive eStatement noticesOnce enrolled you will reeive eStatement availability
notifications by email.
0 The email will come fromustomersupport@firstfedlorain.com

eStatementSampleNotice

From:customersupport@firstfedlorain.cofmailto:customersupport@firstfedlorain.com
Sent:Saturday, August 19, 2017 11:08 AM

To:John Doe dohnDoe@gmail.com

Subject:You have a New Statement from First Federal Savings and Loan of Lorain

We are writing to let you know that your Checking or Savings eStatement

Ending in 7744

is ready for viewing online and may be accessed by signing on to the Retail Online Bamking slicking on the estatement

link in the header at the top of the page.

If you are not enrolled in eStatements and think you have received this message in error or have questions, pleasetemail us

customersupport@firstfedlorain.coror call us at (800)588850

Please do not reply directly to this automaticalignerated email message.

Thank you for using eStatements!
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Credit Card Email

1 You may configure email alertsnd monitor your accounfor your credit card by enrolling at this

website

o https://onlineaccessplus.com/oa/firstfedlorain/

ST
FEDERAL
SAVINGS
OF LAY
M A First Federal Savings of Lorain makes it easier and

= more convenient than ever to manage your account:
Already Registered? aey
= Enjoy the convenience of 24 hour access
= Manage your account online
vsernsmec] ] D Do sietements
= Pay your bill online
Privacy Policy | Help

First Federal Savings of Lorain Customers, Enroll
Now for Online Access

‘

If you already have a First Federal Savings of Lorain
account, you can click here to register for online
services

Clicking the Enroll button will display the following

Your Enroliment Status

Step 1: Account Authorization
Step 2: Security Information

/ o Step 3: Username and Password
Step 4: Success

= 5 = Meed assistance?
Step 1: Account Authorization g Call B77.993-5306 o 70463
X K . - 2492 outside the US.
Onling access to your account is the easy way to check out current account information, schedule payments, or contact us - on your

time, at your convenience. Meed to make & payment? Use our bill payment featurs. It couldn't be easier.
Type your account number in the box provided and click Submit

Account Information

Account Number: (16 digits)
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1 Your configurationoptions will look like thigxample (your email address will be used)

Email Alerts

Sign up today to receive FREE email reminders! Awvoid late payments, overlimit fees and keep track of your account with Email Alerts

Below is a st of your current E-Alerts. You can delete any alerts you no longer wish to receive by clicking on the Delete Selected Alerts bution
below.

Delete Your Current E-Alerts Email Address
My payment is due in § calendar days johndoe@gmail.com
My statement is available. johndoe&gmail.com
A payment appears on my account. johndea®@gmail.com

[Delete Selected Alerts| [Reset|

To add or modify an email alert, enter the information for the desired alert{s) and click the Add Alerts button below. The email alert will be sent 1o
paczarney@firstfedlorain.com. If you wish to change your email address, click here.

Add E-Alert

My credit imit 15 reached or exceeded
My available credit drops below 00
] My balance exceeds 00 '
My balance drops below 0o
Iy Statement is available.
My payment is due in calendar days.

A payment appears on my account
A credit item posts to my account

A debit itern exceeding 00 posts to my account

My daily number of transactions exceeds

My daily dollar amount of transactions exceeds .00,
Have not signed on for days.
Remind me about this persenal occasion on this date

A A

M The emailghat will come fromdo-not-reply@testatement.conlook like this

From: Do Not Replyrfailto:do-not-reply@testatement.conj On Behalf Of Online Access
Sent: Thursday, August 31, 2017 9:35 AM

To:Jane Doe&janedog@gmailcomns>

Subject: [Ref#184879277] Your Requested Account Alert

DearJane

As you requested in your account alerts, we are sending this message to inform you that your credit limit has been
reached or exceeded.

If you have questions concerning this, please contact us a235306 or 702463-2492 outside the US or
customersupport@firstfedlorain.com

If you would like to request an increase to your credit line or wish to delete this alert going forward, pleasetsign
our self service site dtttps://onlineaccessplus.com/oa/firstfedlorain
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Thank you,

First Federal Savings of Lorain
Mortgage Application Email

1 If you filled out a mortgage application on our website you will possibly receive an email fooma of
our loan officers.
0 The email from address will look likas jsdoe @firstfedlorain.conand be sent to the email you
provided in your application.
0 You can find our loan officers and their contact information here
https://www.fflorain.bank/loans/lendingstaff/
o0 When in doubt calbur Main Office: (440) 288188
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Direct Human Call

1 FFSImay call you individually from approved numbers, but if you were not expecting the call, you
should always call back a known number, listed below.
i Calls from FFSL will originate from these numbers, and you should call these numbers to verifyadentity
suspicious activity
0 Main Office: 440.288188
0 Homewood Office: 440.273809
0 Huron Office: 419.433437
o Port Clinton Office: 419.733568
o Ambherst Office440.9844009
0 Avon Office 440.9343340
0 Sandusky Officet19.6265576
0 You mayalsoreceive calls fronfrFSlabout potential credit/debit card fraud.
A That number i877.223.5306
o If you filled out a mortgage application, you mayee®e a call from a loan officer from a number listed

above.
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Business Online Custom&ducation

Communi@tion

Text
1 The Business Online application will not text you.

Phone Calls
1 All calls will come from FFSL from the numbers listed on theviouspage

Email
1 Emails will occasionally originate frofBusiness Online application
1 Theemailfrom address will b&usinessonline@firstfedlorain.com
o Usually the email will be an eStatement notice.

1 Sample
From:businessonline @firstfedlain.com[mailto:businessonline @firstfedlorain.cqgm
Sent:Saturday, August 19, 2017 11:08 AM
To:John Doe JohnDoe@gmail.com
Subject:You have a New Statement from First Federal Savings and Loan of Lorain

We are writing to let you know that your Checking or Savings eStatement

Ending in 7744

is ready for viewing online and may be accessed by signing on to the Retail Online Bamking slicking on the estatement

link in the header at the top of the page.

If you are not enrolled in eStatements and think you have received this message in error or have questions, pleasetemail us

customersupport@firstfedliorain.coror call us at (800)588850

Please do not reply directly to this automaticalignerated email message.

Thank you for using eStatements!

Security Guidance

Business Online has enhanaadctronic transaction capmlities. It is extremely important that you heed all the
guidance in this documenBusinesses should also consider additional security measures.

BusinessSecurity Measures
1 Use a Hardware firewall to protect your business network
0 Block unnecessatyaffic, services, and websites
1 Use Windows domain security features
o User accounts
o Passwords with complexity requiremenexpiration,andattempt limits.
1 Limit employee access to only what is necessary
1 Always keepratctes onall devicesurrent and upto date.
1 Consider purchasing commercial grade antivirus and keep it updated.
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Scan your network internally and externally for vulnerabilities regularly and remediate the vulnerabilities
Back up and encrypt your important data regularly.
Use encryption whetransmitting data.
Encryptall mobile devicesised for business
Limit the use of removable storage.
Train and educatgourself andyour staff.
0 Phishing
0 Smishing
0 Securing Devices

= =4 -4 4 -4 -4

What is Dual Authorization?

Dual Authorization is an important control in which a business can requo@tithorized employees to
completeseparateactionsin order for an electronic transaction to be completebhis provides protection
against insider maliciouactivity or from one compromised machine or user accouhy.our business can
support this control, we recommend using it.

What else can you do?
1 Keep your transaction limits as low as possible.
1 Monitor accounts and transactions regularly and carefully.
1 Use complex passwordsigtect passwordgor Business Onlin@nd change them frequently.
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Beware of Phishing Emails

What is Phishing?

Phishing is a form of fraud in which the attacker tries to learn information such as login credentials or account
information by masquerading as a reputable entity or person in etmslant Messagell(1) or other

communication channels.

Typically, a vian receives a message that appears to have been sent by a known contact or organization. An
FGdFOKYSyd 2N tAYy]l Ay GKS YSaal3asS yvle Ayadadltt YLt
set up to trick them into divulging personal andancial information, such as passwords, account IDs or credit
card details.

Phishing is popular with cybercriminals, as it is far easier to trick someone into clicking a malicious link in a
seemingly legitimate email than trying to break through a com@INRd RSTFSyaSaod t KA A KA
built around the year's major events, holidays and anniversaries, or take advantage of breaking news stories,
both true and fictitious.

To make phishing messages look like they are genuinely from &meelin @mpany, they include logos and
20KSNJ ARSYGATe@AYI AYyTF2NXYIFGA2Y (F1SYy RANBOGEE FTNRY
the message are designed to make it appear that they go to the spoofed organization. The use of subdomains
and misspelled URLs (typosquatting) are common tricks, as is homograph spedafiRis created using different
logical characters to read exactly like a trusted domain. Some phishing scams use JavaScript to place a pictur
£ SAAGAYIGS | adfiresg @STHe URL cewRlasl HyhdhExig over an embedded link can also by
changed by using JavaScri{gtom TechTarggt

10 Tips to Prevent Phishing Attacks

1: Learn to Identify Suspected Phishing Emails
There are some qualities thatentify an attack through an email:
T It could duplicate the image of a real company.
1 The email may copy the name of a company or an actual employee of the company.
1 It might include sites that are visually similar to a real business.
T It may promote giftspr the loss of an existing account.

2: Check the Source of Information from Incomiegnail
Your bank will never ask you to send your passwords or personal informatiemdily Never respond to these
qguestions, and if you have the slightest doubt, calinfeank directly for clarification.

3bSOHSNI D2 (2 ,2dz2NJ . y1Qa 2S6aAiGsS o6& /EtA01AY3d 2y |
Do not click on hyperlinks or links attached in the email, as it might direct you to a fraudulent website.
Type in the URL directly into yourdwser or use bookmarks / favorites if you want to go faster.
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4: Enhance the Security of Your Computer

Common sense and good judgement are as vital as keeping your computer protected with a good antivirus to
block this type of attack. In addition, youahid always have the most recent update on your operating system
and web browsers. See Below.

5: Enter Your Sensitive Data in Secure Websites Only
Ly 2NRSNJ F2NJ I arxdsS 42 o6S walk¥SQ>x AdG Ydzad osBdAdckl o

6: Periodically Check Your Accounts
It never hurts to check your bank accounts periodically to be aware of any irregularities in your online
transactions.

7t KAAaKAY3a 528ayQid hyte tSNIFAY G2 hytAyS . lFylAy3
Most phishing attacks are agairtsinks, but attacks can use any popular website to steal personal data such as
eBay, Facebook, PayPal, etc.

8: Phishing Knows All Languages

Phishing knows no boundaries, and can reach you in any languaggeneral, they are poorly written or
translated,so this may be another indicator that something is wrong. If you never go to the Spanish website of
your bank, why should your statements now be in this language?

9: Have the Slightest Doubt, Do Not Risk It
The best way to prevent phishing is to consistgneject any email or news that asks you to provide confidential
data. Delete these emails and call your bank to clarify any doubts.

10: Change Your Passwords Frequently and When in Doubt

Change your passwords regulaglat least 4 times a year. Changenore if you can stand it. If you suspect you
have been tricked by a phishing email, immediately change the password and notify your bank.

(tips 1-9 From PandaSecurity.com
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Beware of SMiShing Texts

What is SMiShing?

SmiShingr SMS phishing is about sending false, fake text messages, claiming the mobile user that they have
a free product or need to enter information or correct an account mistake. Within the fake text message, there
a fake URL link that would lure thedividual into clicking the link or a fake phone number. After the user has
clicked the link, that is when the hacking starts. The phone number may be to a hacker waiting to steal your int
to use at an ATM.

They may request:
1 Credit card information
1 Accouwnt passwords
1 Account information
9 Other valuable information

Recognize a SMiShing Attempt

There are several indicators of an email or text message scam, including:
1 Generic greetings.
0 Instead of using your name, many message scams begin with a genetadgrsuch as: "Dear
[Company Name] customer."”

1 Incorrect account information.
o0 The message will attempt to scare you with a large account balance, a warning that someone ha
recently updated your account or a prize or special offer that must be clagueily.

i1 A false sense of urgency.
0 The message will attempt to compel you to act by threatening that your account is in jeopardy if
you don't update your information as soon as possible, or with a short deadline to claim a prize o
special offer.

1 Fakelinks.
o Links may appear valid, but typically go to fraudulent websites. Always check where a link is goir
before you click. On a computer, you can do this by hovering your mouse over the link (without
clicking it) and looking at the website address inrybrowser's status bar, which is usually in a
bottom corner of the screen. If it appears suspicious, don't click the link. Alternatively, go directly
to the company website from your browser, not through any links sent in messages.
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What to Do? Tipsd Prevent Becoming a Victim

1: Avoid clicking on any UNKNOWN messages with links. Furthermore, think about who sent you the message
it a person that you know?

2: Do not reply to text messages that have asked you about any of your personal finances.
3:If you have receivedny messages in regard to your business assets or the partnerships that you have with
them and/or the bank that is associate with them, call the business or businéssee if it is a

legitimaterequest before responding.

4: Be on the lookout for messages that contain the number "5000" or any number that is not a phone number.
This is a strategy where scammers have masked their identity so their location and identity are not traceable.

5: If the text messages (along with theknown number) urges for a quick reply then that is a clear sign of
{ YA{KAY3IH 52y Qi wS&aLRYyRH

6: Do extensive research beforeplying to any message. There are plenty websites that allow anyone to run
search based on a phone number and see any relatafidennation about whetheor not a number is legit.

7:Never call back a phone number that was associated with the text that concerns you.
8: If the message states "Dear user, congratulations, you have won...." It is a clear sign for SmiShing.

9: Check the time when the unknown message was sent. If the text message was sent at antimestia¢n
that is another sign of SmiShing.

10: Make sure to be aware and informed of your bank apps policy. It is important to acknowledge there is a
policy that protects your money along with other personal information that is associated with the bank account.

11: Send the fraudulent message to the bank and wireless carrier.

12:Delete the fraudulent message.
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Sample Texts and Actions

If you are anobile bankinguser, below are samples of the wording of the SMS/text messagegydatill receive when
using the SMS/text featurelnformation contained within these symboils ( < ... >) are variable data that is unique to the
transaction and/or the FI.

Text Banking Example n
st ATET = 5:51 PM © 49% ™ [l ATaT = 5:51 PM © 49% G [t ATET = 5:51 PM O 49%=m|
New essages Cancel ||| Messages 501-01 Edit el 501-01 " Edn
To: 501-01 Hist chk1
“BAL 6/25 11:50PM A My Financial Banking
My Financial CHK1: $1,295.05 STMT CHK1
My Financial SAV1: $7,249.19 06/25 5:00:29 PM
Reply HELP for help ) 06/25 DEP + $2134.88
el ED '

Reply NEXT. Msg & Data

awjejr|T|v]u]1]o]p R —
Als|olFlelHy]Kk]L

< HEB0000 s
2123 space Search ( ) @( )
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Secure Your Windows Devices
This only provides instructions on Windows updates on Windows computers. Your computer will have other
programs that you need to set up for automatic updates such as Adobe, Java, and other browsers such as Go

Chrome omMMozilla. You will also need to investigate your tablet and phone to learn how to protect it.

*** We are providing these instructions as a courtesy only. We cannot and will not provide any support beyond

providing these written instructions. Do not call fechnical support.

How to Turn on Windows Automatic Update for Windows 7:

http://windows.microsoft.com/enrus/windows/turn-automaticupdatingon-off#turn-automaticupdatingon-
off=windows7

From Microsoft:

To have Windows install important updates as they become available, turn on automatic updating. Important
updates providesignificant benefits, such as improved security and reliability. You can also set Windows to
automatically install recommended updates, which can addressanitical problems and help enhance your
computing experience. Optional updates and Microsoft updare not downloaded or installed automatically.

For more information about automatic updating and installing Windows updated,Jaderstanding Windows
automatic updatingandInstall Windows updates in Windows.7

To learn more about the types of updates that Microsoft publishes, go tdliceosoft updates
terminology article on the Microsoft Help and Support website.

1. Open Windows Update by clicking tB#art button @. In the search box, typepdate, and ten, in the list
of results, clickWindows Update

2. In the left pane, clickhange settings
3. Underimportant updates choose the option that you want.

4. UnderRecommended updatesselect theGive me recommended updates the same way | receive
important updatescheck box, and then cli€RK ¥ If you're prompted for an administrator password or
confirmation, type the password or provide confirmation.

You can also choose if you want to allow amydo install updates by selecting tidlow all users to install
updates on this computecheck box. This applies only to updates and software that are installed manually;
automatic updates will be installed regardless of the user.
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How to Turn on Windows Automatic Update for Windows 10:

https://support.microsoft.com/enus/help/17154/windowsl10-keepyour-pc-up-to-date

1. Select theStart#& button, then selecSettings > Update & security>Windows Update and then
selectChange active hours

Active hours

Active hours lets us know when you usually use this device, When a restart is necessary to finish
installing an update, we won't automatically restart your device during active hours.

Note: We'll check to see if you're using this device before attempting to restart.

Start time

End time

2. Choose the start time and end time for active hours, and then s&8acée
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How to Turn on Microsoft Security Essentials (Awirus)

http://windows.microsoft.com/erus/windows/gettingstarted-with-securityessentials

From Microsoft:

¢t KSNBQ y2i YdzOK

A i 2 Ta rpt&CydaNBCillechesks BrS y i
dzZLIRF G 8& I dzi2 Yl GAOI € ¢ 3

R2 ® a2z
& I iAYS&a I RIFI& FyR R2Say

Simple colorcoding, simple actions

You can keep track of how your PC is doing by looking at the Microsoft Security Essentials icantifidaton
area at the far right of the taskbar. Green means everything is okay, yellow means that your PC is potentially
unprotected, and red means that your computer is at risk.

When you see yellow or red, click the icon and you will be able to sedetiafls and take actions. Usually the
best thing to do is to choos€lean computeso that the threat can be removed.

If you want to delete threats automatically whenever they are identified, open Microsoft Security Essentials, cli
the Settingstab andthen chooseDefault actions

Scanning right now

hlLJSSy aAONRaz27Fd { SOdzNA (i eHometah.Yyultdnlsdledt@uicksean @& & ditschri (and S
then clickScan nowy.

v A

The quick scan will look for viruses in all the places they are méstli& (12 KARS® LGQa | 3.
just checking on the health of your PC.

But if something makes you think your PC is infected with a virus or spyware, we recommend a full scan. Your
computer will be a little slower while it is running, but thélfscan looks everywhere for possible problems.

Scheduling scans

. & RSTFldAf G aAONRAaA2FG {SOdzNAGE 9aaSyuAilfta Nizya |
am on Sunday).

If you want to adjust this, open Microsoft Security Essentiatsdick theSettingstab. UnderScheduled scan
g2dQfft 6S FofS G2 OKIFy3aS G4KS RIe& FyR GAYS | a ¢Sttt

Scanning more than just your hard drive
It may be useful to scan external drives and USB drives since they can get infected too.
Open Mcrosoft Security Essentials and click 8edtingstab. Go toAdvancedand click the option t&can

removable drives® 2 KSY S@OSNJ 40Fya NUzyX &2dzNJ NBY2@F 6fS RNR DS
PC). If you want to run a scan right awaypgok to theHometab and clickScan now
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How to Turn on Windows Defender for Windows 10

To start Windows Defender, you have to open the Control panel and Windows Defender Settings andTalitk on
On and ensure that the following are enabled and se©to position:

1. Reaidtime protection
2. Cloudbased protection.

When there is no security software protecting your computer, you will see notifications like these appear.

Check virus protection

Windows Defender and Kaspersky
Internet Security are both turned off. Tap
or click to see installed antivirus apps.

18:40

[~
A T odx Bl OENG 35065016

Clicking on it will show you the installed security apps on your system. If youhisisetification, you can see it
in the Notification & Action Center.

ACTION CENTER Clear all

Security and Maintenance

ap or click to see antispyware app

7.7/ Lry\ALC \atanrnrd el K y '\ e
wWindows betender and Kaspersky inten

X

heck vi tecti
X 'Cw]ecr wrus pro ecklorj

YWINOO\W atence a1 K ACNArc \/ ntert
YWINQOWS veienaer and Kas > !
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Security and Maintenance

vare
Name Status
Py Kaspersky Internet Security off
L lwindows Detender off
Turn on... Update. Take achon. Close

SelectWindows Defenderand then click on th&urn onbutton. Windows Defender wiBtart. The first think you

want to do when this happens, is to update your definitions.

Virdows Deefende

PC status: Protected

Wistory

Virus and spyware definitions.  Created 58 days 200
Yirar i 8 oyminte Selrebont haven 1 oot upated littly You Shoud update thes now %0 help proted! yoer FC

MELEY)

Update definmions

Detn e one

Det . 030 t 20027

Ving Gehninon verson 12196828

Spywire defimiton serson 12196820 /

D you know?
WITEs, SpyMane, 300 OTher maleate SeAninon are e Mat are woed 10 i0ectify MalCious of posentially uswanted sofiware o0
YOur PC. Thse Sefnntoons 3¢ wpaated SUOMAtCally, Dut yOu Can B0 CHcK UDaans 1o et the La0est versions wheseves yOu wint.
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Clicking on the Settings link in the top right corner will open the following panel. You can also acces:
via Settings> Update & security> Windows Defender.

€ Semegn o> - o X

€51 UPDATE & SECURITY [ rive a setng |

Windows Update .
Real-time protection
Windows Defender This helps hnd and stap malwaee from estalling of runeeng on
your PC. You can tum this off temporarily, but  it's off for & while
Backup w'll T it Dack on automatically
0 On &
Recovery
Acthvation Cloud-based Protection
Find My Device Get Detter, faster protection by sending Microsoft info aboul
potential security problesns Windows Defender finds.
For developers Q On \
NaCy Stateno 4

Automatic sample submission

Help us make Windows Defender better by sending Micrasoft
samples <o we can impeove our anti-vines and malware measures.
Turn this off 10 be prompled before sending samgies 10 Microsoft

c':'"%

Once here, ensure th&ealtime protectionand Cloudbased protections set to On. You may also gaitomatic
sample submissioto the On position. You may thawnfigure Windows Defenderccording to your needs.

Windows Firewallc Turn It On
Always, always turn on Windows Firewall.
Windows 10

To turn Windows Firewall on or off, select t8&art button, openWindows Defender Security CenterFirewall
& network protection, choose a network profile, and then undéfindows Firewal] turn it on or off.

Windows 8and 7

Open Windows Firewall by clicking tBeart button €, and then clickin@ontrol PanelIn the search box,
type firewall, and then clickVindows Firewall

In the left pane, clicRurn Windows Firewall on or off¥ If you'reprompted for an administrator password or
confirmation, type the password or provide confirmation.

ClickTurn on Windows Firewallinder each network location that you want to help protect, and then ¢D&k
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Backup Your Device

You need to plan ahead $loat you can recoverdm attacks. Many attacks like ransomwaiuen, corrupt, or lock
the data on your computer. You can combat that by regulsudkingbackups of your machine. Use an external
hard drive and/or a secure cloud service to do perform yaokups. Many of these solutions require very little
technical skill to use, but can save your important data.

Home Router
Take the time to understand your home router and use its firewall or security capabilities.
More from Microsoft

Please go to this page and read more tips guidance from Microsoft.

https://support.microsoft.com/enus/help/17228/windowsprotect-my-pc-from-viruses

https://support.microsoft.com/enus/help/4013550/windowsprotect-your-pc-from-ransomware
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Secure Your Android Device

From TechReplubliattp://www.techrepublic.com/blog/10things/10-securitymeasuresyou-shouldtake-with-your-androiddevice/

1: Do use strong passwords

...For everything mobile. Every. Single. Thing. From your lockscreen to your email, to your app logins. No
password should be simple to remember or enter. You've heard this countless times, but it always, always,
always bears repeating. First, not havingekscreen password shouldn't even be considered an option. Second,
never use a simple password for this first line of defense. Ever. Make this password (PIN or pattern) as
complicated as you can handle. The more complicated your password, the hardébg ¥at others to get to

your data.

2: Do use twefactor authentication on everything possible

Google, Facebook, Amazon: They all offer-facior authentication. Employing this on each service should not
be an option. When these accounts get hacked, thaags happen. You can lose money, you can lose friends, yoL
can lose information. Twéactor authentication can go a long way toward preventing this from happenargl

it's not difficult to do. You'll definitely want to make use of tGeogle Authenticair or Authyto dole out the six

digit keys to get you into your accounts.

3: Do encrypt your device

Yes, your device performance will take a slight hit, but the added security is worth it. Once gocrypted the
device, you'll add an extra required password (during boot) that can't be circumvented. If you purchase a newe
Android device (one that shipped with Marshmallow), you're already enjoying full device encryption. To find ou
if your device incrypted, go to Settings | Security and look for the Encryption section. If it is listed as Encrypte
you're good to go.

4: Do use a password manager

You shouldn't allow any apps to save your password for you, unless the app is designed speaifszalipdo
passwords. The last thing you want to do is have all your passwords cached on your mobile device. If you lose
(or it gets stolen), all those passwords are there for the taking. Instead of saving the passwords, use a solid
password manager (likePassworll Yes, this will be a bit of an inconvenience, but the added security will be wel
worth it.

5: Don't skip the updates

There's a reason why apps update, and it's not just for features. Apps update to fix security issues as well. If y
don't bather to update those apps, you may leave yourself open to security flaws that could lead to terrible,
horrible, no good, very bad... issues. You should always update your apps. The longer you wait, the longer yot
device stands vulnerable.
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6: Do lock youapps

There are apps in the Google Play Store that allow you to secure other apps with passwords. This means you
choose which apps you want to password protect. Once protected, those apps can be opened only after enter
the required password. No paword, no entry. One of my favorite apps for this purposégpLockit's reliable,

easy to use, free, and does the job without adding so many bells and whistles as to complicate the process.

7: Do manage your app permissions

Thanks to Android Marshmailg managing app permissions is finally in the hands of the end user. This means
you can remove permission for an app to, say, access the device mic or camera. For example, you don't want
Facebook to be able to use your location. You can now disable thiatydar feature from the app. To do this, go

to Settings | Apps and then tap the gear icon and tap App Permissions. The system is straightforward and doe
great job of empowering the user. Just make sure you don't disable permissions for system appsafeh

hidden, by default, in the Permissions Manager window).

8: Don't use open WFi networks

If you'reat a coffee shop and its wireless network is not password protected, don'tussyecially if you'll be
transmitting sensitive information. If you find yourself faced with an open wireless situation, use your carrier
network instead. If you have no cleei, use one of the many VPN services available (sutaraselBear VPN
When using an open network through a VPN connection your data will at least be encrypted and a bit more
challenging to abscond with.

9: Don't install apps from a third party

You maybe tempted to install that really cool sounding Android app from a third party. Don't. You never know
whether that app might contain a dangerous piece of malware that could walk away with your sensitive
information. Limit yourself to only installing frorhé Google Play Store. Even then, read the reviews of the app ir
question before installing. A few minutes of your time to check into an app (prior to installation) will be well
worth the effort.

10: Do add your device with the Device Manager

Google has tis handy tool called the Android Device Manager. Once your device is added, you can track it if it"
lostt or even remotely wipe it, should you fear that your sensitive data could become compromised. To enable
this feature, go to Settings | Google | Secyrdnd then tap to switch on both Remotely Locate This Device and
Allow Remote Lock And Erase. You should do this immediately with your device. If you don't, and you lose yol
device, the Device Manager will do you no good.

Bonus tip: Do use the guest aanat feature

When handing over your device to another user (for whatever reason), make use of the guest account feature.
you pull down the notification shade (on Marshmallgersion you must do this twice), you'll see a small icon
representing your useaiccount. Tap that icon and you can then add a guest user. Once added, when you hand
that device over, tap the user icon to switch to the guest account. Making use of this system means the guest
user can't access your data (unless they know your secuaggvpord/PIN/pattern).
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Secure Your iOS Device

From COMPUTERWORILtR://www.computerworld.com/article/3047179/appldos14-privacyand-securitysettingseveryios-usershoulduse.html

1: Alphanumeric passcodes

You probably already use addgit passcode, but you can improve that with-di§it or alphanumeric code. You
change this in Settings>Touch ID & Passcode, select Change Passcode and then tap the small Passcode Opt
RAFf23 @2dzQf f S yddesareihe highesttoldécipherdzd GsHBne You should also do
yourself a favor and set up Touch ID.

2: Erase data
'd GKS o02G02Y 2F GUKS {SGGAy3apec2dzOK L5 g tlaalO2RS
all data on your iPhwee will be erased after 10 failed passcode attempts.

3: Twofactor authentication

One of your most powerful protections, twlactor authentication means that when you enter your Apple ID and
password for the first time on a new device, Apple will asktporerify your identity with a skligit verification
code using one of your other devices. Manage this on your Apple ID account page.

4: Find My iPhone

BfFofS ! LI SQa CAYR aé& At K2yS o6 {Apjledavited.arsuistiotii®ataiR B C A
enable Send Last Location in order that your iOS device will share the last place it washeslhateery life

expires.

5: Location protection

Your iPhone automatically gatrsgrour favorite locations. This can be useful, butiyan turn this feature off in
Settings>Privacy>Location Services>System Services and then Frequent Locations, which you must turn off.
can erase data that may already have been gathered by tapping the Clear History button. You can also contro
whichdoF ! LILJX SQa &aeadsSy asNUA bSmgalSktthgstMivacyLbogtdn & 2 dzNJ f 2
Services>System Services. Here you can review those Apple apps that use your data and disable the ones yo
R2Yy QO dzaS> o0dzi R2y Qi RAaAlIO6fS CAYR aé AtK2ySo

6: More location

alye [|LJJa NBljdzSaid 00Saa G2 dGdKIG RIEGF S@Sy gKSy @
@2dzQ@S 3AAGSYy G2 6KAOK [LIJA Ay {SGGAy3apt NAQI Oep[ 2
access to each appLimiting access tthis data may limit what some apps can do, but the tradieis privacy

you can always change the setting when you want to use an app, and are you sure you wanted to share locati
data with an app you used just once?

7: Who gets your data?

Many apps eem demand access to personal data such as email, contacts of calendar information. Do you kno
why? Apps will ask for permission to use this information, but you can change and review how much access Yz
provide to third party apps in Settings>Privacy aetect which apps you trust enough to use this data.
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8: Hard payments
Is it really too timeconsuming to manually approve every purchase you might make on your iPHRnogéct
yourself by choosing Always Require when a payment dialog appears.

9: Delek iMessages
Do you want your iMessages to be read by anyone who might break into your iPhone? No? Open
Settings>Messages and in the Keep Messages section-skety30the shortest period Apple allows.

10: Lock screen

Previews of messages, notificationsdagmails can appear on your lock screen, meaning anyone in possession 0
€2dzNJ RSOAOS OlyYy Y2yAl2NI 0KSAS O2YYdzyAOlF A2yaszs S@S
Settings>Notifications>Messages and Mail. Maximize privacy by disabling ShaawBswiyour

O2YYdzy AOFGA2ya g2y Qi LIISFENI 2y GKS 201 aONBSyo®

11: Passcode free?
You can leave Today, Notifications View, Siri, Reply with Message, Wallet visible and (to a point) accessible ol
your lockscreen, but you can disable this for each of theSettings>Touch ID & Passcode.

12: Safari privacy

Advertisingnetworks want your data. Not only do they want this to sell you stuff, but they also try to make
dollars selling demographic information about you to advertisers. Control what you share in
Settngs>Privacy>Advertising and enable the Limit Ad Tracking toggle. You should then tap the Reset Advertis
Identifier tool to anonymize yourselin addition,avoid using Google services.

13: Use DuckDuckGo
/| KIy3aS &2dzNJ aSI NOK Sy3aAayS (G2 5dz015dz01 D2 Ay {SGlAy
collect information about you.

14: Autolock
Lower the autdock time to 3@seconds in Settings>General>Adlitock.

Lorain and mayot be used, disclosed, or duplicated conventionally or electronically for commercial purposes outside of official BEShdmmR/iolation of this policy is a felony theft u

The information, format, content, processes, methods and descriptions contained in this document are intellectual propeeisamproprietary and confidential First Federal Savings of
state law and is punishable in a court of law. ‘ 27



Mobile App Downloads

Android

https://play.google.com/store/apps/details?id=com.firstfedloraine.mobile&hl=en
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Accounts

Checking $1,817.64

Q#1156 Available Balance $1,817.64

Feb 08,2015

CHECK CRD PURCHASE -$100.00

02/07 Popmoney.com Visa Transfer NY
473702XXXXXX9051 463038823911415 ?MCC=6012

Feb 07,2015

CHECK -$30.06
#997 TRANS 02/06 FASTFOOD F10635 Anycity USA C
473702XXXXXX997

Feb 06, 2015

OLTT PAYMENT -$239.73

020513 434599 MONTHLY FEES

POS PURCHASE -$15.59
SUPER MAR 375 R Anycity USA 9051 00463037076334610

Feb 05, 2015

CHECK CRD PURCHASE -$39.15

$ S & W oo
CGLGIIEN  Transfers  Payments Deposit More

Checking $1,817.64
91#1156
Savings $2,718.00
8172222
Loan -$18,134.11
*7892
My Mortgage Account -$130,000.00
*55-01
Line Of Credit $5,000.00
*2100
=) 000
Deposit More

e
s 2
More Transfers ~ Payments
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